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Compliant with Charter – and fit for LE reality!

Level 1:
restricted retention

Level 2:
targeted access
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1st Data Retention Workshop 20 March

- Organised by Europol and Bulgarian Presidency

- 26 MS (65 participants)

- Investigators + technical experts exchanged 
precious views at Europol HQ

- Proactive contributions and feedback for the Data 
Matrix optimisation

4



DELETED



DELETED



Europol Unclassified - Basic Protection Level

Matrix itself cannot not be legislated!
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Law enforcement is making any possible 
effort in order to get the balance right!
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2 kinds of contributions received

1. Conceptual feedback

2. Filled-in data matrix

+ Need to further clarify on Over The Top (OTT) and 
subscriber data -> FR
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2nd Data Retention Workshop

What did we expect?

1. Consolidate structure of Data Matrix based on your 
experts’ ideas and input (OTT, subscriber info, additional 
columns, deleting chapters, generic version etc.)

2. Agreed or draft Data Matrix filled-in by means of a hand 
raising exercise

3. Possibly agree on general message we would like to 
convey

47 participants representing 24 Member States, Council GS, EU-
CTC, Commission, Eurojust.
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Conceptual feedback

1. Insertion of a new column for standard queries and specific queries by LEAs to CSPs.

Aim?  In each member country where data retention is made, usually two types of policy
are generally adopted for stored data management and as a consequence, data fields may
be classified in two groups.
For those information fields that are considered the most essential and frequently used for
investigation, it is defined a standard extraction template according to the most recurring
queries. Usually, according to national law, standard requests are defined and CSPs have to
provide these templates filled with this selection of data fields. By filling with "Y" this new
column, the member declares that this data field is considered necessary and is included in
standard queries.
All the other information (data fields that are mentioned as necessary but are not expected in
standard templates), have to be stored by CSPs but LEAs have to formulate specific
requests that are managed by CSPs case by case. In this case, the new column has to be
filled with "N".

2. Removal of section 7. Digital Evidence Sources – Council of Europe Electronic Evidence 
Guide.
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Conceptual feedback

New column related  to the storage of data on the basis of other legal bases.
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Conceptual feedback
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Several MSs closely cooperated with Communication Service 
Providers in order to fill in the data matrix – others did not!
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The matrix hands raising exercise…
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DATA MATRIX UPDATED WITH
4 FILLED-IN CONTRIBUTIONS

On 499 parameters:

- 178 parameters have been excluded 
by 4 MS contributions. Among them:

- 5 categories have 4 matches on 
categories to be excluded from 

retention
- 13 categories have 3 matches
- 47 categories have 2 matches

- 113 categories show individual NO s
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Data categories which could clearly 
be excluded…!???
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Length of the antenna

Value indicating quality 
of communication

Value indicating the 
number of ringtones
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Outcome
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Proportionality mainly achievable at interference level 2

No common ground that DR would                                              
only be necessary for serious crime

ECJ rulings do not apply to subscriber 
info

Call on ETSI to include OTT

Generic matrix as possible 
inspiration for legislator

Proportionate DR is in the interest of data subjects!
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europol.europa.eu
@Europol_EU
facebook.com/europol
www.youtube.com/EuropolTube

Jan.Ellermann@europol.europa.eu

@JanEllermann

Jan Ellermann
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