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Europol Unclassified - Basic Protection Level

Agenda

Recap: Concept of ‘restricted data retention and targeted data access’

EC3 and EU-IRU intervention

‘Tour de table’ in order to share MS views

Confidentiality issues

The handwork ahead: How to create the matrix?

The ‘what if’ scenarios – are we bound to fail?

The mid- and long-term perspective
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Europol Unclassified - Basic Protection Level

The forgotten part of ‘Digital Rights’

“(…) the fight against international terrorism in order 
to maintain international peace and security 
constitutes an objective of general interest. (…) Article 
6 of the Charter lays down the right of any person not 
only to liberty, but also to security. (...) It must 
therefore be held that the retention of data for the 
purpose of allowing the competent national authorities 
to have possible access to those data (…) genuinely 
satisfies an objective of general interest.” 

Very similar more recently in PNR Canada!
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Europol Unclassified - Basic Protection Level
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Restricted data retention and targeted data access

Level 1:
• Not only targeted data retention, but also restricted 

data retention is compliant with the Charter 
according to Digital Rights and Tele2.

Level 2:
• Access to metadata must be targeted according to 

Digital Rights and Tele2.





Europol Unclassified - Basic Protection Level

Role of Europol vs. role of MS

Europol is encouraged to facilitate preparatory 
works for the related data matrix in close 
cooperation with experts from the Member 
States with a view to further examination in 
DAPIX –FoP

JHA Council 7 December 2017
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What is the data matrix supposed to be?
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Europol Unclassified - Basic Protection Level

Idea is to start from broadest possible technical standards allowing for complete 
visibility of which data is technically being retained

Current idea is to match the operational business needs against such most 
comprehensive technical standards of retained data. 

Better visibility on fact that LE is, indeed, not advocating the general or 
indiscriminate retention of any available information but is making best effort to 
draw the link to what is strictly necessary in order to prevent and combat serious 
crime and terrorism. 

Focus should be on what would NOT be absolutely essential for the fights against 
serious crime and terrorism. 

Any item which can reasonably be excluded from the list of data categories that 
are absolutely necessary will be crucial in the difficult discussions to come. 
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Europol Unclassified - Basic Protection Level

Data Matrix Template is a draft!

We are seeking your input as 

THE EXPERTS 

on whether the template could be improved –
and on whether the exercise could work at all….
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Europol Unclassified - Basic Protection Level

Potential for failure?

Outcome may depend on crime area – consolidated matrix printed on 
transparent sheets may provide ‘different shades of grey or black’.

If even based on very granular data standards no categories can 
reasonably be excluded: 

Certainly not the result we were hoping for - however, still important.

It shows that law enforcement is at least making tangible effort to live 
up to the proportionality principle

It may mean that this principle can in reality only be implemented at 
‘interference level’ 2, i.e. ‘targeted data access’

Bound to fail? To the contrary: Nothing to lose - we can only win!
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